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EXHIBIT “F” 
PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 

Pursuant to Section 2-d of the New York State Education Law (“Education Law §2-d”), parents and eligible 
students are entitled to certain protections regarding confidential student information.   
(the “District”) is committed to safeguarding personally identifiable information from unauthorized access or 
disclosure as set forth below: Any terms not defined herein, shall have the meaning set forth in Education Law 
§2-d and if not defined in Education Law §2-d, in the ClassDojo Student Data Privacy Addendum (DPA) to
which this document is an Exhibit.

1. A student's personally identifiable information cannot be Sold or released for any commercial purposes;

2. Parents have the right to inspect and review the complete contents of their child's education record maintained
by the ;

3. State and federal laws protect the confidentiality of personally identifiable information. The District is
committed to implementing safeguards associated with industry standards and best practices under state and
federal laws protecting the confidentiality of personally identifiable information, including but not limited to,
encryption, firewalls, and password protection when data is stored or transferred;

4. A complete list of all Student Data elements collected by the State is available for public review at
http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xlsx or by writing to the NYS Education
Department, Information & Reporting Services, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234;

5. Parents have the right to have complaints about possible breaches of student data addressed. Complaints should
be directed to ;

6. The District has entered into contracts with certain third-party contractors/consultants who have received Student
Data and/or teacher data and/or principal data. These contracts will include the following supplemental
information:

• The exclusive purpose(s) for which the Student Data will be used;
• The commencement and termination dates of each such contract;
• A description of how the Student Data will be disposed by the contractor upon expiration of the contract;
• If and how a parent, student, eligible student, teacher or principal may challenge the accuracy of the

Student Data or teacher or principal data that is collected; and
• The data storage and security measures undertaken for Student Data or teacher or principal data,

including whether such data will be encrypted.

7. Agreements with third party contractors/consultants will ensure that the subcontractors, persons or entities that
the third party contractor will share the Student Data or teacher or principal data with, if any, will abide by data
protection and security requirements.
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Exhibit “G” 
Supplemental Information 

District and the Contractor ClassDojo have entered into a Student Data Protection Addendum (“DPA”). 
The DPA supplements the Service Agreement and together with the Service Agreement, is collectively 
referred to as the “Agreement”. The Service Agreement is defined as the ClassDojo Terms of Service 
located at https://www.classdojo.com/terms (the “Service Agreement”). All terms not defined below or in 
the DPA shall have the meaning set forth in New York State Education Law §2-d (“Education Law §2-d”). 

As required by Education Law §2-d(3)(c) and Section 121.3 of the implementing Regulations, the following 
is the “Supplemental Information” for the Agreement with the Contractor Class Dojo: 

A. Use of Student Data: Student Data and/or Teacher or Principal Data which the Contractor comes
into possession as part of its Agreement with the District shall be used for the following exclusive
purpose(s):

Pursuant to and as fully described in the Service Agreement, Provider has agreed to provide 
the digital educational services set forth below and any other products and services that 
Provider may provide now or in the future (the “Services”). 

Services: 
ClassDojo is a school communication platform that helps bring teachers, school leaders, 
families, and students together. ClassDojo provides the following through its platform: 

• Communication tools to help teachers, parents and students connect with each other
• A way for teachers to give feedback and assignments to students, and other classroom

management tools
• A way for teachers to share photos, videos, files, and more from the classroom for

parents and students to see
• Student portfolios, where students can share their work with teachers and parents
• Activities and other content that teachers or parents can share with students
• A way for school leaders to see how connected their school community is, and also to

communicate with parents

More information on how the Service operates is located at www.classdojo.com. 

B. Service Providers: The Contractor will ensure that any and all subcontractors, or other authorized
persons or entities that the Contractor may disclose the Student Data and/or Principal or Teacher Data
with, if any, (“Service Providers”) will abide by the applicable data protection and security terms of the
DPA and in Education Law §2-d and Part 121 of the Regulations. Contractor will do so by entering
into written agreements with such Service Providers, whereby the Service Providers agree to protect
Student Data and/or Principal or Teacher Data (if applicable) in a manner no less stringent than the
terms of the DPA. The list of Provider’s current Service Providers can be accessed through the
Provider’s Privacy Policy (which may be updated from time to time).

C. Term and Termination:

• Term: The duration of this Agreement coincides with the duration of the parties’ underlying
Service Agreement, which is currently set to expire on: The Service Agreement expires upon
termination by either party as set forth in the Service Agreement or upon a material breach by either
Party of the terms of the DPA.
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• Data Deletion upon Termination: When the Agreement between the District and the Contractor
expires or terminates, the Contractor shall: At District’s request, dispose of or delete all Personally
Identifiable Information contained in Student Data within a reasonable time period following a
written request. If no written request is received, Contractor shall dispose of or delete all Personally
Identifiable Information contained in Student Data at the earliest of (a) when it is no longer needed
for the purpose for which it was obtained or (b) as required by applicable law. Nothing in the
DPA authorizes Contractor to maintain Personally Identifiable Information contained in Student
Data obtained under the Agreement beyond the time period reasonably needed to complete the
disposition, unless a student, parent or legal guardian of a student chooses to establish and maintain
a separate account with Contractor for the purpose of storing Student Generated Content.
Disposition shall include (1) the shredding of any hard copies of any Personally Identifiable
Information contained in Student Data; (2) erasing any Personally Identifiable Information
contained in Student Data; or (3) otherwise modifying the Personally Identifiable Information
contained in Student Data to make it unreadable or indecipherable or De-Identified or placed in a
separate student account, pursuant to the other terms of the DPA. Contractor shall provide written
notification to District when the Personally Identifiable Information contained in Student Data has
been disposed pursuant to the District’s request for deletion. The duty to dispose of Student Data
shall not extend to data that has been De-Identified.

D. Parent Access and Challenges to Accuracy of Student Data: District shall establish reasonable
procedures by which a parent, legal guardian, or eligible student may review Personally Identifiable
Information contained in the related student’s Education Records and correct erroneous information,
consistent with the functionality of Services. Contractor shall cooperate and respond within thirty (30)
days to the District’s request for Personally Identifiable Information contained in the related student’s
Education Records held by the Contractor to view or correct as necessary. In the event that a
parent/legal guardian of a student or other individual contacts the Contractor to review any of the
Education Records or Student Data accessed pursuant to the Services, the Contractor shall refer the
parent or individual to the District who will follow the necessary and proper procedures regarding the
requested information, provided however, that Contractor may also allow for direct access requests (but
not correction or deletion rights) of Student Data and/or Education Records from a verified parent.

E. Security and Storage: The District and the Contractor hereby agree that the Student Data and/or
Principal or Teacher Data (if applicable) shall be stored in the following manner: Contractor agrees to
employ administrative, physical, and technical safeguards consistent with industry standards designed
to protect Student Data and/or Teacher Data (if applicable) from unauthorized access, disclosure, use
or acquisition by an unauthorized person, including when transmitting and storing such information.
Contractor will not materially decrease the overall security of the Services during the term of the
Agreement. The general security duties of Contractor are set forth below. Please see Contractor’s
Security Whitepaper for more details: https://www.classdojo.com/security/.

These measures shall include, but are not limited to:

• Passwords and Employee Access. Contractor shall secure usernames,
passwords, and any other means of gaining access to the Services or to
Student Data, at a level suggested by Article 4.3 of NIST 800-63-3.
Contractor shall only provide access to Student Data to employees,
contractors or Service Providers that are performing the Services.
Employees with access to Student Data shall have signed confidentiality
agreements regarding said Student Data. All employees with access to
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Student Data shall pass criminal background checks in compliance with 
state and local ordinances. 

• Security Protocols. Both parties agree to maintain security protocols that
meet industry best practices in the transfer or transmission of any Student
Data, including ensuring that Student Data may only be viewed or accessed
by parties legally allowed to do so. Contractor shall maintain all Student
Data obtained or generated pursuant to the Agreement in a secure computer
environment and not copy, reproduce, or transmit Student Data obtained
pursuant to the Agreement except as necessary to fulfill the purpose of data
requests by District or as otherwise set forth in the Agreement. The
foregoing does not limit the ability of the Contractor to allow any
necessary Service Providers to view or access data as set forth in the DPA.

• Employee Training. The Contractor shall provide periodic security
training to those of its employees who operate or have access to the
Services.

• Security Technology. When the Service is accessed using a supported web
browser, the Provider will ensure that Secure Socket Layer (“SSL”), or
equivalent technology shall be employed to protect Student Data from
unauthorized access. The security measures employed shall include server
authentication and data encryption at rest and in transit.. Provider shall host
Student Data pursuant to the Agreement in an environment using a firewall
that is periodically updated according to industry standards..

• Periodic Risk Assessment. Contractor further acknowledges and agrees to
conduct periodic risk assessments and remediate any identified security and
privacy vulnerabilities in a timely manner.

• Backups. Contractor agrees to maintain backup copies of Student Data in
case of Provider’s system failure or any other unforeseen event resulting in
loss of Student Data or any portion thereof.

Please see the ClassDojo Information Transparency Chart for more detail on 
where Student Data is stored: https://www.classdojo.com/transparency/ 

Document Ref: SMH2C-7XTTH-WX5QT-JOFLP Page 20 of 20



NY DPA July 2020 10 

 

 

Signatory Information 
 

By signing below, I accept this DPA on behalf of the LEA. I represent and warrant that (a) I have full legal authority to 
bind the LEA to this DPA, (b) I have read and understand this DPA, and (c) I agree to all terms and conditions of this 
DPA on behalf of the LEA that I represent. 

 
Name of LEA/District:    

 

Address:    
 

Country:    
 
 

LEA Authorized Representative full name:    
 

Title:    
 

Email:    
 

LEA Authorized Representative signature:    
 

Date:    
 

Per section 2.3, LEA’s contact for parent inquiries: 

Name & Email:     

Title:    

Per section 5.1(e) LEA’s designated representative of 
matters relating to security of Student Data: 

Name & Email:    
 

Title:    
 
 
 

 

 
ClassDojo Representative signature:    

 

Authorized Representative full name:  Rachael Hazen  
 

Title:  Privacy Operations  
 

Email: privacy@classdojo.com 
 

Address: 735 Tehama Street, San Francisco, CA, USA 
 
 

Date:   

USA

2023-03-07

Elisette Weiss   

North Collins Central School District 

Brian Zolnowski 

2045 School St. North Collins, NY 14111 

Data Protection Officer 

dpo@northcollinscsd.org 

2023-03-07

Data Protection Officer 

Brian Zolnowski dpo@northcollinscsd.org 

Data Protection Officer 

Brian Zolnowski dpo@northcollinscsd.org 
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